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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 12. This is a revision of key issue 9 (as orginally numbered in S3-190571) based on conference call discussions.
3
Proposed New Text
[START OF CHANGES]
5.13
Key Issue 12: Where are my Keys and Confidential Data
5.13.1
Key issue detail

In PNFs there is a reasonable expectation that if a PNF contains dedicated key storage that any cryptographic keys which are required for PNF functionality will only be accessible to that PNF and the key storage is within the PNF.

With virtualised implementations this gets much more complicated. Firstly, a VM has no direct access to any hardware. A VM’s view of the world is limited to that presented to it by the hypervisor or underlying host environment. However, it has no idea whether physical key storage hardware is in the same host as the VM, or indeed whether an such key storage is actually a physical tamper proof hardware environment as opposed to a virtual key storage instance using less secure software-based approaches. While in some special scenarios a VNF may have special dedicated hardware key storage as part of a dedicated specially allocated (and separately administered host), VM and a VNFs will in general need to use arbitrary hosts within the cloud environment. This is arguably acceptable for large VNFs which consume the whole physical host but if a single physical host server runs multiple VMs across multiple VNFs, then if those VNFs all share the same key storage, isolating individual keys to individual VNFs becomes trickier.

Similarly, an X86 host may only be able to handle say 2000 users. However, an equivalent PNF consisting of 2+ physicals racks of servers are able to serve 2 Million users. Therefore, to replicate the PNF, a VNF must use lots of hosts and therefore lots of parallel VMs. This causes a problem as hardware key storage  is generally unique to and only assessable from within a single physical host. Since having multiple copies of the same private key in multiple hardware key storage instances s within a single VNF is impractical, this results in the tendency to store keys in shared memory accessible to multiple VMs within each VNF. Unless the hosts provide an HMEE (which most current hosts do not) and that HMEE can span hosts (which none of them current do) then additional key management and protection is required. Such key protection and management need requirements to be defined by 3GPP, as blindly relying on the underlying virtualisation layer may not guarantee security.

It should also be noted that in general a VM cannot actually tell the difference between different types of memory, hard disc or storage unless specific mechanisms are used to provide visibility or confirmation (e.g. a Ram disc looks identical to physical storage to a VM).
5.13.2
Security threats

5.13.3
Potential security requirements

[END OF CHANGES]
